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How to use this policy
Schools play an important role in supporting student mental health and wellbeing. Apps have fast become a useful tool to support young people’s wellbeing
due to the ubiquitous ownership and use of smartphone and tablet technology.
Utilising apps to promote positive health and development enables schools to
connect with students’ increasingly digital needs. The development of policy to
support the appropriate use of apps in this way is, therefore, necessary to encourage positive health outcomes and digital competence amongst students. This is
only possible, however, if key stakeholders such as Allied Health and teaching
staﬀ are aware of the complexities associated with promoting responsible
engagement with quality apps and avoid recommending poor quality or potentially harmful apps. School policy creators are encouraged to involve key stakeholders – including students – in this process. By adopting a school policy on
apps for mental health and wellbeing, high-quality apps can be sourced for students who are most vulnerable to the potential risks of unchecked app use, such
as accessing incorrect health information or unknowingly sharing personally
identiﬁable information.
Updating and communicating eﬀective policy on information and communication technologies is challenging due to the speed with which technology evolves.
This policy example is predicated on the best available evidence at the time of
writing and should be regularly reviewed to ensure technological, legal and ethical
relevance. A policy on app use could be incorporated into a school-wide approach
to personalised wellbeing practices and digital literacy curricula. This could be
communicated on posters and infographics (Murray et al., 2017) made available to
students in hardcopy format around campus wellbeing areas and through online
mediums such as school social media or learning management systems. This
policy should be considered alongside existing school mobile phone policy,
particularly where exemptions can be granted for students using apps to manage
symptoms associated with a mental health condition. This policy example is
intentionally broad and school policy creators are encouraged to delete and
build upon suggestions below to create a policy that best represents their school.
[To adapt and use this policy, delete or modify the text as indicated]
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[INSERT name of school]’s use of apps for student mental health
and wellbeing
Rationale
Wellbeing teams in secondary schools play a pivotal role in supporting students
to navigate a critical stage of life. Young people today appear to be navigating
the same developmental challenges as those before them; however, they are now
doing so within an increasingly technologically integrated world. The advent of
the internet, smartphones and other forms of technology has fundamentally
changed the way in which people are educated, communicate and work. Adolescents appear to favour the use of smartphones in particular: in 2015 it was
estimated 80% of all Australian teenagers possess and use a smartphone (The
Australian Communications and Media Authority, 2016). Smartphone apps,
therefore, provide an avenue for wellbeing teams to facilitate unprecedented
access to mental health information, assessment and interventions.
Young people are at risk of independently searching for and using poor quality
apps containing inaccurate counselling guidance and advice (Furlonger &
Budisa, 2016). It is incumbent upon schools to ensure high quality, digitally
relevant support tools are recommended to students that cater to the increasingly
technological needs of young people.
Purpose
Young people often experience a number of barriers to accessing professional
help for mental health issues. The purpose of this policy is to provide wellbeing
and school leadership teams with research-informed guidance on the promotion of apps to support student mental health and wellbeing; speciﬁcally:




Locating mental health and wellbeing apps
Identifying high-quality apps
Assessing app security and data collection practices

Scope
This policy applies to students, teachers, school leaders and Allied Health
staﬀ of [INSERT name of school]. This policy outlines important considerations for the recommendation and responsible use of apps for student wellbeing. By supporting the use of apps in this way, [INSERT name of school] is
in no way advocating for student use of apps in lieu of accessing a mental
health professional. Instead, [INSERT name of school] recognises the importance of equipping students and staﬀ with evidence-informed guidance for
how to identify apps that may assist students experiencing diﬃculties whilst
they are seeking support from an appropriately trained professional.
[INSERT speciﬁc roles and responsibilities of individuals or teams]
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Policy statement
[INSERT name of school] acknowledges the crucial role played by schools to
support the emotional and behavioural wellbeing of young people (Lawrence
et al., 2015).
Apps are a form of mobile technology readily used by secondary schoolaged young people to communicate with one another and access information
(Farmer, 2014; Madden et al., 2013; Roy Morgan Research, 2016; Taylor &
Silver, 2019). In the same way that educational apps and computing programs
used at [INSERT name of school] provide students with the opportunity to
rehearse and extend on classroom learning, apps can oﬀer information and
strategies to support students who may be experiencing symptoms associated
with poor mental health such as stress, worry and sadness (Gibson et al.,
2016; Gindidis et al., 2019b; 2019a; Wilansky et al., 2016).
There are a number of inherent challenges to using apps for mental health
and wellbeing. These challenges primarily relate to data security, privacy and
poor app design (Das et al., 2018; Gindidis et al., 2018; Grist et al., 2017;
Kyrios et al., 2015; Larsen et al., 2019; Nicholas et al., 2015). Educators are
encouraged to consider these limitations to ensure [INSERT name of school]
promotes responsible use of low-risk apps for student wellbeing.
Studies suggest apps used in isolation are not as clinically eﬀective as faceto-face interventions delivered by mental health practitioners. When required,
staﬀ will ensure students recommended apps for their mental health are also
referred for internal, school-based support. [INSERT name of school]
strongly recommends students engaging with apps for mental health and
wellbeing consult a mental health professional such as a psychologist.
Privacy legislation relevant to [INSERT country where school is located]
should also be reviewed to establish compliance when considering apps, for
example, the 13 Australian Privacy Principles (APP) of the Privacy Act (1988)
(Oﬃce of the Australian Information Commissioner, 2020).
Reviewing apps
[INSERT name of school] will ensure a member of staﬀ reviews apps due to
inherent diﬃculties with comprehension of privacy policies (Das et al., 2018).
Unresolved privacy and security questions will be escalated to the App Developer and where necessary, [INSERT name of school]’s legal team or council.
[INSERT name of school] will consider reviewing apps not categorised as
“mental health apps” such as music or exercise apps that have functions
shown to promote positive health outcomes (Gindidis et al., 2018).
[INSERT name of school] will ensure the following key information is
reviewed for each app to be recommended for student use:


Intended audience (e.g., Was it designed for this age group?)
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App developer (e.g., Was it developed by an academic or healthcare
organisation, a commercial group, or a private individual?)
Frequency of app updates (e.g., Apps last updated over six months ago
may be associated with more quality concerns [Mercurio et al., 2020].)
Privacy policy (e.g., does a policy actually exist? Are there assurances that
data will not be shared with, or sold to, third parties? [Wu et al., 2017])
Data collection practices (e.g., Does the app ask for personal identiﬁers such
as name or date of birth, or integrate with Facebook? [Huckvale et al., 2019])
Evidence to support app beneﬁts (e.g., Apps may describe unreliable
therapeutic approaches [Larsen et al., 2019] or may fail to faithfully
implement evidence-based strategies [Huguet et al., 2016].)
Ease of use (e.g., Poor usability is likely to lead to poor engagement with
the app, and bugs and crashes can reduce conﬁdence in the eﬀectiveness
of the app [Torous et al., 2018].)

[INSERT name of school] will refer to available app quality and security
review frameworks to assess app quality, for example: the Mobile Application
Rating Scale (Stoyanov et al., 2015) and the App Behaviour Change Scale
(McKay et al., 2019).
Recommending apps to students
[INSERT name of school] will only recommend apps which are downloaded
through oﬃcial app stores (e.g., Apple App Store, Google Play Store) due to
risks associated with apps from other unoﬃcial sources (The OWASP Foundation, 2020).
Wellbeing staﬀ at [INSERT name of school] will ensure apps recommended
for student wellbeing and mental health include evidence-based behaviour
change strategies, such as: psychoeducation, goal setting, self-monitoring,
coping planning, relaxation and problem solving (Australian Psychological
Society, 2018; Gindidis et al., 2018; Kallapiran et al., 2015; Lukens &
McFarlane, 2004; Michie et al., 2013; Rickwood et al., 2005).
[INSERT name of school] will not recommend apps based on app store
ratings (Nicholas et al., 2015) or testimonials (Larsen et al., 2019) as these are
not good indicators of app quality.
[INSERT name of school] will only recommend to students high-quality
apps that have been deemed safe. Determination of app quality and safety
will be based on the key information criteria outlined in the “Reviewing
apps” section of this policy.
Staﬀ and students
Student digital literacy is a core skill in today’s world and at [INSERT name
of school] every eﬀort is made to embed technology across the school’s curriculum – including student welfare.
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Students of [INSERT name of school] will be encouraged to develop the skills
necessary to undertake app quality and security reviews in an eﬀort to limit the
gap between policy and competency (Jacobson et al., 2010; Porat et al., 2018).
Student-led activities such as group projects will involve exploration of the key
quality indicators previously outlined relating to app security, user experience,
privacy and evidence. Activities will be embedded within relevant learning areas
such as legal studies, civics and citizenship, and computer studies.

Rating of evidence base

Figure 20.1. Apps for Secondary School Student Mental Health and Wellbeing Rating
of Evidence.
Author Note. Research indicates that young people are increasingly expressing a preference for engaging with mobile wellbeing and mental health supports. Evidence of
app eﬃcacy is mixed and possibly biased, with app developers and researchers often
one and the same. Although quality apps are in the minority, studies of high-quality,
evidence-informed and co-designed apps are suggestive of positive engagement and
outcomes. Smartphone ownership and app download metrics indicate that apps oﬀer
young people on-demand access to information and adjunctive wellbeing support.
Young people’s ability to discern high-quality apps is an important skill currently
lacking explicit integration into school curriculums. Evidence used to inform this
policy is not informed by studies that consider school contexts. Implementation of this
policy is predicated on the digital competency of staﬀ. Unlike many other school
policies, this policy will need to be regularly reviewed to ensure compliance with
evolving legislation and technology. App recommendations should be updated periodically to ensure continuing relevance and appropriateness with app updates. Policy
enactment will not involve signiﬁcant funds. In addition to being used by school wellbeing staﬀ, appraisal of mental health and wellbeing apps can also potentially be
embedded across digital citizenship and health curricula.
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