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Privacy-Preserving Transactive Energy Management
for IoT-Aided Smart Homes via Blockchain
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Abstract—With the booming of smart grid, the ubiquitously
deployed smart meters constitutes an energy Internet of Things
(IoT). This article develops a novel blockchain-based transactive
energy management (TEM) system for IoT-aided smart homes.
We consider a holistic set of options for smart homes to partici-
pate in transactive energy. Smart homes can interact with the grid
to perform vertical transactions, e.g., feeding in extra solar energy
to the grid and providing demand response service to alleviate the
grid load. Smart homes can also interact with peer users to per-
form horizontal transactions, e.g., peer-to-peer energy trading.
However, conventional TEM method suffers from the draw-
backs of low efficiency, privacy leakage, and single-point failure.
To address these challenges, we develop a privacy-preserving
distributed algorithm that enables users to optimally manage
their energy usages in parallel via the smart contract on the
blockchain. Further, we design an efficient blockchain system
tailored for IoT devices and develop the smart contract to sup-
port the holistic TEM system. Finally, we evaluate the feasibility
and performance of the blockchain-based TEM system through
extensive simulations and experiments. The results show that the
blockchain-based TEM system is feasible on practical IoT devices
and reduces the overall cost by 25%.

Index Terms—Blockchain, distributed energy resources
(DERs), distributed optimization, Internet of Things (IoT),
privacy preserving, transactive energy.

I. INTRODUCTION

SMART meters, as the communication and computing
modules of smart homes, are widely deployed with the

booming application of the smart grid. Benefited from the
development of the Internet of Things (IoT) technology such
as edge computing and 5G narrowband [1], the smart meter
can achieve sophisticated functions for efficient data commu-
nication with limited hardware resources and monitoring and
management of electric appliances [2]. These interconnected
smart meters constitute an Energy IoT (EIoT) network that
enables the exchange of both electrical energy and digital
information in the smart grid. In this context, transactive
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energy [3], which enables prosumers to interact with other
smart grid entities in a marketplace, emerges as a multidisci-
plinary research topic that aims to facilitate a smarter EIoT
system.

Recently, the application of blockchain technology in the
context of Industrial IoT (IIoT) and smart grids inspires efforts
in both academia and industry [4]. Blockchain, a disruptive
technology originates in digital currency, is recently gaining
momentum in various areas. Bitcoin [5] is the first successful
application of the blockchain technology that implements a
tamper-proof distributed ledger to record all the transactions.
Ethereum [6] introduces the smart contract by supporting the
Ethereum virtual machine (EVM) on top of its blockchain.
The smart contract allows people to utilize the blockchain as
a trustable computing machine, thus facilitates the prosperity
of decentralized applications (DApps).

Due to its versatility and decentralization nature, the
integration of blockchain brings about paradigm shifts in
many industries, including energy trading and transactive
energy [7]. Many existing studies have focused on various
aspects of the blockchain system in IIoT and smart grids,
including privacy protection mechanisms and blockchain-
based energy trading systems in [4] and [8]–[13]. The review
and comparison of these related studies are presented in
Section II. Our literature review finds that it is necessary
to consider the following issues to implement a feasible
blockchain-empowered transactive energy system in the EIoT
environment.

1) Can the blockchain-empowered transactive energy
system be intelligent to maximize the efficiency of the
grid?

2) Can the blockchain-empowered transactive energy
system preserve the users’ privacy information, includ-
ing identity and energy supply/demand record?

3) Is the proposed blockchain solution implementable on
IoT devices such as smart meters?

To address the challenges as mentioned above, we present
a privacy-preserving transactive energy management (TEM)
system based on IoT blockchain. We developed a blockchain-
based transactive energy system for smart homes. The smart
homes can participate in a set of holistic transactive-energy
options. For example, in vertical transactions with the operator,
smart homes can sell extra photovoltaics (PV) energy to the
grid and provide demand response (DR) service to the grid. For
horizontal transactions with peer smart homes, smart homes
can trade energy with other smart homes in the community
to gain benefits. We address the three challenges of privacy,
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efficiency, and implementation posed on the EIoT system and
summarize the main contributions as follows.

1) Efficient Transactive Energy System: We develop a holis-
tic transactive energy system that enables smart homes
to interact with the grid and other peer users in the
EIoT system. We demonstrate the benefits of transactive
energy to smart homes for reducing their energy costs
and to the system for facilitating feed-in PV energy and
DR.

2) Privacy-Preserving TEM: We design a distributed algo-
rithm for TEM that consists of each user’s transactive-
energy decision making with the smart contract and
preserves users’ privacy.

3) Validated Blockchain Implementation on IoT Devices:
We implement and validate the blockchain-based trans-
active energy platform on IoT devices that have limited
hardware resources. The experiments on IoT devices
demonstrate the effectiveness of our design of the
blockchain system and smart contract.

The remainder of this article is organized as follows.
Section II introduces the background and related works.
Section III describes the system model of the blockchain-based
transactive energy platform. Section IV formulates the energy
trading problem and presents the distributed transactive energy
algorithm on a blockchain. Section V evaluates the proposed
system with extensive experiments and simulations. Section VI
concludes this article.

II. RELATED WORKS

This section introduces some existing works related to
blockchain-based TEM in the EIoT environment such as smart
grid, smart city, and IIoT. When reviewing the literature,
we focus on three particular aspects: 1) user privacy protec-
tion mechanism; 2) TEM algorithm and its performance; and
3) design of the underlying blockchain system. Table I sum-
marizes the differences between the related works and our
work.

With the wide deployment of IoT devices, leakage of
privacy becomes a vital concern for many IoT applica-
tions, including smart grid and transactive energy [23]–[25].
Although blockchain adopts pseudonymity to conceal the
users’ real identity based on asymmetric cryptography, the
publicity of the block data threatens users’ privacy [26], [27].
Aitzhan and Svetinovic [14] first employed the multisignature
algorithm to secure the users’ privacy during energy trading,
but at the cost of slow data processing and bloated transac-
tion size. To address the privacy issue in smart grid, Gai et al.
designed a private address-account mapping method in [8],
and Li et al. proposed to use a encrypted account pool to hide
the clients’ identity in [9]. However, the effectiveness of these
methods relied on a trustable identity management authority,
which limited their application in permissionless scenarios.
Wan et al. [10], developed an access-control algorithm to
strengthen the security and privacy for blockchain-based IIoT
systems. However, [10] works only on a private blockchain
and thus cannot scale well. In this work, instead of trying to
secure the private information transmitted in the blockchain,

we implement the TEM algorithm in a distributed man-
ner based on IoT blockchain. The proposed method allows
users to process private information locally without reveal-
ing it on the blockchain, thus effectively preserving their
privacy.

As a disruptive technology, blockchain has recently inspired
a lot of paradigm shifts in both academic and industrial
areas of transactive energy recently [4], [11], [12]. The indus-
try has adopted blockchain as a convenient energy-sharing
platform as well as a secure payment tool. NRGCoin [15]
was initiated as a digital currency dedicated to renewable
energy trading. Exergy [16] developed a blockchain for the
trading of distributed energy resources (DERs) in IoT sce-
narios and deployed it on a microgrid in Brooklyn of New
York City. In academic research, the blockchain has been
employed to improve the efficiency of transactive energy
systems. Wang et al. proposed a peer-to-peer (P2P) energy
crowdsourcing algorithm and tested it on Hyperledger in [17].
Sabounchi and Wei [18] used the Ethereum smart contract
to implement a transactive energy trading algorithm based
on auction theory. In both [17] and [18], the users’ private
information, including power consumption records and trad-
ing prices, are disclosed on the blockchain. To address the
privacy issue, Li et al. [9] designed a blockchain-based credit
system to guarantee the privacy and security of the proposed
transactive energy trading platform in IIoT. Unlike the cen-
tralized energy management algorithm used by [9], our TEM
algorithm in this article is distributed without any central con-
trol. Wang et al. [19] designed a blockchain-based rewarding
scheme for the vehicle-to-grid (V2G) system to incentivize
energy exchange. Compared with [19], our work considers a
holistic option of transactive energy, including DR, feed-in PV
energy, and P2P energy trading, to optimize the efficiency of
the whole grid.

Blockchain, initially introduced in Bitcoin [5] as a secure,
tamper-proof, and verifiable database, has been extensively
used in various IoT systems [7], [28]. However, in IoT applica-
tions, limited hardware resources, including storage, network
bandwidth, and computing power, pose unique challenges to
the blockchain [28]. The consensus protocol is the mecha-
nism used in blockchain to synchronize all the distributed
nodes. Li et al. [9], designed a simplified consensus protocol to
reduce the computational complexity for IoT devices, but such
simplification hurdles the liveness of the consensus protocol.
Both [8] and [10] adopted the Hyperledger Fabric blockchain
and conducted experiments on PCs with Intel CPUs, but their
setup is infeasible on IoT devices without high-performance
CPUs. Thomas et al. [20], proposed a smart-contract-based
shared control mechanism for energy system and implemented
it with Solidity on Ethereum [6]. However, the mining algo-
rithm of Ethereum consumes exorbitant amounts of power and
memory resources that are unaffordable for IoT devices such
as smart meters. IOTA, a blockchain project targeting IoT
applications, adopts the directed acyclic graph (DAG) structure
and uses a new consensus protocol (the Tangle) to allow IoT
devices to join the mining process [21]. Nevertheless, the low
throughput and long transaction confirmation delay degrade
the performance of blockchain-based IoT applications [22]. In
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TABLE I
COMPARISON OF THE RELATED EXISTING WORKS AND THIS WORK

Fig. 1. System model of the blockchain-based TEM system.

this article, we tailor the TEM algorithm and the blockchain
design for IoT devices and test its feasibility on a practical
IoT network.

III. SYSTEM DESIGN

We present the architecture of the blockchain-based TEM
system on the IoT-aided smart meters. We first present the
smart home’s model, including notations and models for
loads, generations, and electric vehicles (EVs). We then intro-
duce the principle of the TEM system consisting of the
feed-in tariff (FIT), DR, and energy trading. Finally, we elab-
orate on the design of the blockchain for IoT-aided smart
homes.

A. Smart Home Model

With the ubiquitous deployment of IoT devices, the smart
home can intelligently manage various electrical appliances.
As shown in Fig. 1, we consider: 1) electric load that con-
sumes energy to sustain the smart home, e.g., refrigerators,

air conditioners, washers, coffee machines; 2) local renew-
able energy generations from PV panels and wind turbines;
and 3) EVs that can charge, discharge, and store energy. The
smart home connects to the power grid and interacts with other
smart homes and the aggregator. The aggregator is the operator
of the local grid as well as the proposed energy management
platform.

As the “eyes” and “brain” of smart homes, the smart meter
is an intelligent IoT device that automatically manages the
supply and load; furthermore, the smart meter handles the
exchange of energy and information between the smart home
and other parts of the grid. We define the owner of the smart
home as the user of the TEM system and let n ∈ N =
{1, 2, . . . , N} denotes all the users in the system. The TEM
works in a time-slotted manner, i.e., t ∈ T = {1, 2, . . . , H}
denotes the number of time slot and T denotes the maximum
scheduling window.

1) Electric Loads of the Smart Home: User n’s smart home
appliances can be classified into the following types. The first
type of load is shiftable over time, such as the dryer and
washer. The second type of load is curtailable, and for exam-
ple, entertainment and recreation activities using pool pumps
can be curtailed. The third type of appliances is the adjustable
load (AL), such as heating, ventilation, and air conditioning
(HVAC) units. The rest of the load is inflexible and uninter-
ruptible as it is used to meet the essential needs, e.g., light
and refrigerator. We present the model for each type of load
as follows.

The shiftable load lSn[t] represents the appliances that the
user n can allocate over a shiftable time window T S

n . For exam-
ple, the smart grid can automatically schedule the washer to
work at any proper time slot within the available time win-
dow. However, each user has its preferred load profile for the
shiftable load, which is denoted by LS

n[t]. To complete the load
profile within the scheduling window, The scheduled shiftable
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load must satisfy the following constraint:
∑

t

lSn[t] =
∑

t

LS
n[t], t ∈ T S

n , n ∈ N . (1)

Note that when users choose to shift the load from the
preferred load profile, they change their routine behavior and
experience discomfort. We explicitly model the cost of load
shifting as

CS
n = ωS

∑

t

(
lSn[t]− LS

n[t]
)2

, t ∈ T S
n (2)

where the coefficient ωS denotes users’ sensitivity of the
behavior change due to shifted load. Note that the quadratic
cost is widely used in energy economics literature to character-
ize the users’ marginal discomfort that often becomes severe
as deviation enlarges.

The second type of smart home load is the curtailable load
denoted by lCn [t] for user n. We let LC

n [t] denote user n’s orig-
inally planned load. The user can curtail this load at different
levels to tradeoff their needs against the costs. Specifically,
user n schedules its curtailable load lCn [t] that satisfies

0 ≤ lCn [t] ≤ LC
n [t], n ∈ N . (3)

Similarly, when users choose to curtail the load, they sacrifice
some of their planned activities, and the cost is also modeled
as a function of the curtailed load, i.e.,

CC
n = ωC

∑

t

(
lCn [t]− LC

n [t]
)2

(4)

where ωC is the sensitivity coefficient of user n on its curtailed
load.

The third type of smart home load is the AL, for which
we focus our analysis on the HVAC load. The HVAC system
consumes electricity power lAn [t] to control the indoor temper-
ature at Tinn[t] in time slot t. The dynamics of the indoor
temperature [29] follows:

Tinn[t] = Tinn[t − 1]+ αlAn [t]− β
(
Tinn[t − 1]− Toutn[t]

)

(5)

where Toutn[t] denotes the outdoor temperature. Coefficients
α and β are the HVAC parameters indicating the working
efficiency and mode. The sign of β indicates the HVAC’s
working modes, specifically, positive for cooling and negative
for heating.

Users often have setpoint temperature Trefn[t] for the
HVAC, and any deviation from the setpoint will cause dis-
comfort to users. We measure the discomfort by the difference
between the indoor temperature and its setpoint for user n as

CA
n = ωA

∑

t

(
Tinn[t]− Trefn[t]

)2
, t ∈ T (6)

where ωA denotes the user’s sensitivity coefficient to the indoor
temperature. Note that the users experience greater discomfort
when indoor temperature deviates more. The indoor temper-
ature should be also controlled within a range [Tinn, Tin

n
],

where Tinn and Tin
n

are the lower bound and upper bound of
the tolerable indoor temperature of user n.

The rest of the smart home load is the inflexible load
denoted by lIn[t] in time slot t. Different from the AL lAn [t],
the shiftable load lSn[t], and the curtailable load lCn [t], the user
cannot control its inflexible load lIn[t].

2) Power Supply Models: The smart home has electricity
supply from two sources: first, user n can purchase electricity
from the grid denoted by sG

n [t]; and second, user n can use
its renewable energy denoted by sR

n [t]. Users can even trade
surplus energy with other parties of the grid, which will be
discussed later in this section.

Note that the grid power and renewable power are upper-
bounded by SG and SR

n [t], which denote the maximum
powerline capacity and the available renewable generation,
respectively. We assume that the maximum powerline SG is
the same for all smart homes in the grid. The renewable gener-
ation SR

n [t], however, depends on the solar and wind condition
of each smart home.

To incentivize peak shaving for the grid, the pricing strategy
of the grid consists of a regular usage price pG and a peak
usage price p�

G. Specifically, user n needs to pay

CG
n = pG

∑

t

sG
n [t]+ p�

G max
t

sG
n [t], t ∈ T (7)

where pG
∑

t sG
n [t] is the bill for total electricity usage and

p�
G maxt sG

n [t] is the bill for peak usage.
3) Model of the Electric Vehicle: We separate the dis-

cussion of EV from the load model, as EV can perform
vehicle-to-home (V2H) to discharge battery. As shown in
Fig. 1, we assume that user n has an EV parked at home dur-
ing the period T V

n � [tAn , tDn ], where tAn denotes the arrival
time and tDn denotes departure time. The EV needs to be
fully charged before departure, and can also be discharged to
serve the household load during T V

n at certain cost of battery
degradation. We denote eV

n [t] as user n’s EV battery energy
level, and EV

n as its battery capacity such that eV
n [t] ∈ [0, EV

n ].
Furthermore, the EV battery should be charged to meet the
need of travel before the departure time, i.e.,

eV
n

[
tDn

] = EV
n , n ∈ N . (8)

We denote pcha
n [t] as the charging power and pdis

n [t] as
the discharging power in time slot t. We bound them by
pcha

n [t]∈[0, Pcha
n ] and pdis

n [t]∈[0, Pdis
n ], where Pcha

n and Pdis
n are

the charging and discharging limits for the EV’s battery of
user n, respectively.

The energy stored in the battery varies over time, accord-
ing to the charging and discharging operation. Its dynamics
follows:

eV
n [t]=eV

n [t−1]+μnpcha
n [t]−pdis

n [t]/νn (9)

where the two parameters μn∈[0, 1] and νn∈[0, 1] denote the
charging and discharging efficiency of user n’s EV battery,
respectively.

During the period T V
n , user n can perform V2H to dis-

charge the EV battery when it’s needed to serve the household
load. However, doing so will incur battery degradation, and we
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Fig. 2. System design of the blockchain-based TEM system.

model the EV battery degradation cost as

CV
n = ωV

∑

t∈T V
n

(
pdis

n [t]
)2

(10)

where ωV is the cost coefficient, and the quadratic form reflects
a more significant degradation when the EV battery is dis-
charged more deeply. Note that we do not consider the battery
degradation when the EV is used outside the home.

B. Transactive Energy Management Model

This section focuses on the TEM that enables users to
interact with other parties in the grid via the IoT blockchain
as shown in Fig. 2. We define two types of energy transac-
tions, namely vertical transaction and horizontal transaction,
according to the role of the trading counterparty. The verti-
cal transactions include FIT transactions and DR. With the
FIT transaction, users can sell PV generation to the grid and
earn the FIT. In the event of DR, users can reduce originally
scheduled demand to alleviate peak in the system through
aggregators. For the horizontal transactions, users can trade
energy with peer users to leverage their diverse patterns in
using EV, HVAC, and scheduling different types of load.

1) Energy Trading of the Vertical Transactions: As a pol-
icy tool designed to increase the adoption of renewable energy
technologies (e.g., PV installation), FIT programs have been
widely implemented. A typical FIT program provides momen-
tary payments to FIT-eligible renewable generators for the
feed-in electricity to the grid. We assume that the utility sets a
FIT denoted as pFIT[t] for all the users. The user n choose to
sell eFIT

n [t] from their renewable generation to the grid, such
that

0 ≤ eFIT
n [t] ≤ SR

n [t] ∀n ∈ N ∀t ∈ T (11)

sR
n [t]+ eFIT

n [t] ≤ SR
n [t] ∀n ∈ N ∀t ∈ T (12)

where the feed-in renewable energy eFIT
n [t] is nonnegative and

bounded by the available renewable generation SR
n [t]. Also,

the sum of renewable energy that supplies local demand sR
n [t]

and that sold to the grid eFIT
n [t] should be no greater than the

available renewable generation SR
n [t].

For the feed-in renewable energy, user n can get a FIT
reward as

RFIT
n =

∑

t∈T
pFIT[t]eFIT

n [t]. (13)

Another vertical transaction is the DR, which is used by the
utility or the aggregator to signal the users for load reduction
in a time window TDR (which is usually late afternoon and
evening). During this window, users can choose to respond
to the DR signals by reducing their grid load and then earn
rewards. If user n responds to the DR signals and reduce their
load from scheduled grid load by eDR

n [t], this reduction is
rewarded by a unit price pDR[t]. The load reduction satisfies
the following constraint:

0 ≤ eDR
n [t] ≤ sG

n [t] ∀n ∈ N ∀t ∈ TDR (14)

which limits the load reduction to be nonnegative and bounded
by the scheduled grid load sG

n [t]. Therefore, by responding the
DR, user n can get a reward from the grid aggregator

RDR
n =

∑

t∈TDR

pDR[t]eDR
n [t]. (15)

2) Energy Trading of the Horizontal Transactions: For hor-
izontal transactions, user n can form trading pairs with user
m ∈ N \n to exchange energy of amount eT

n,m[t]. Note that
eT

n,m[t] > 0 if user n sells energy to user m in time slot t; oth-
erwise, eT

n,m[t] < 0 if user n purchases energy from user m.
Since users are located close to each other, we assume that the
loss of energy during the exchange is negligible. Therefore,
we have the following clearing constraints for the horizontal
transaction:

eT
n,m[t]+ eT

m,n[t] = 0 ∀t ∈ T ∀n ∈ N ∀m ∈ N \n. (16)

The energy-trading partners make transactions based on the
transactive energy prices pT [t] sent by the distribution system.1

Therefore, users who sell energy will get payments from their
counterparts at prices pT [t]. Similarly, users pay their coun-
terparts if they purchase energy. User n’s reward in energy
trading is

RT
n =

∑

t∈T

⎛

⎝pT [t]
∑

m∈N \n
eT

n,m[t]

⎞

⎠. (17)

TEM focuses on the distributed algorithmic design to facil-
itate both vertical transactions and horizontal transactions.
We will model the TEM problem and develop a distributed
algorithm in Section IV.

C. IoT Blockchain on the Smart Meters

This section elaborates on the design of the IoT blockchain
that runs on smart meters, as plotted in Fig. 2. The smart
meters can connect to the blockchain network by various
information communication technologies, such as powerline

1We focus on the TEM of smart homes and the design of the algorithm and
blockchain system. The role of system operators, e.g., optimizing transactive
energy prices, is beyond the scope of this work and we consider it as future
work.
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communication, Wi-Fi, Ethernet, LoRa, and 5G Narrowband
IoT. The connected blockchain nodes form a P2P network to
transmit messages including the blockchain transactions via
the gossip protocol.

We adopt the blockchain in the TEM for three purposes.
First, based on the blockchain we implement an open, verifi-
able, decentralized platform for the users to conduct vertical
and horizontal energy transactions. Unlike the conventional
centralized energy trading platform, the blockchain-based
energy trading platform does not rely on a central coordinator,
thus avoiding single-point failure. Second, the blockchain pro-
vides an effective and secure data communication network at
a low cost. In Fig. 2, the IoT blockchain forms a P2P network
than allow users to share information such as the trading deci-
sion eT

n,m[t]. Third, blockchain is a convenient payment tool.
The users can pay for the traded energy and FIT/DR rewards
with the blockchain’s build-in token.

Although there exist plenty of blockchain projects in the
market, most of them were designed for PC applications. For
example, running a Bitcoin full nodes requires at least 200-GB
disk space, 2-GB memory, 200-kb/s network bandwidth, and
a CPU that can support a recent version of the operating
system [30]. In this work, we consider running the blockchain
nodes on smart meters based on the following two consider-
ations. First, our energy management platform (including the
blockchain) can be accommodated by the existing grid without
adding new hardware. Second, running the blockchain nodes
on smart meters guarantees that the energy trading data is cor-
rect and trusted, since the blockchain nodes can retrieve the
trading data directly from smart meters.

However, IoT devices, including smart meters, cannot afford
so much hardware resources due to limited size, power, and
cost. A typical IoT device usually has an embedded CPU (e.g.,
ARM), memory less than 1GB, and network bandwidth less
than 200 kb/s (e.g., 27 kb/s for LoRa). Therefore, the exist-
ing blockchain software cannot be directly deployed on IoT
devices. To this end, we tailor the design of the block for IoT
devices as follows.

1) Consensus Protocol: The blockchain node synchronizes
its local state with other nodes using the consensus protocol in
a distributed network. The consensus protocol is a crucial com-
ponent that affects the overall performance of the blockchain
system. There are many existing consensus protocols designed
for different blockchains, such as PoW, PoS, DPoS, and
PoA [31], [32]. In this work, we adopt the PBFT [33] over
other consensus protocols for the IoT blockchain based on
the following three considerations. First, the computational
complexity of the PBFT consensus protocol is low, which is
feasible on IoT devices. Second, the PBFT provides immedi-
ate finality for the transactions, which is critical for most IoT
applications that require short transaction confirmation time.
Third, PBFT is designed to work in asynchronous networks, so
it is more resilient to the message delay and network failure,
which is commonly seen in IoT networks.

To adapt the hardware of IoT devices, we develop a mod-
ified PBFT consensus protocol based on the original PBFT.
The main improvements of the modified PBFT over the clas-
sical PBFT are the leader selection algorithm and the message

Fig. 3. Modified practical Byzantine fault tolerance (PBFT) consensus
protocol for IoT blockchain.

aggregation mechanism. These improvements further reduce
the complexity and increase the robustness of the consen-
sus protocol and thus make the blockchain suitable for IoT
devices.

First, we use a round-robin leader selection algorithm
to choose the PBFT leader among validators. In the IoT
blockchain, the nodes are classified into two types: 1) val-
idators that participate in the consensus process to verify and
generate new blocks and 2) normal users that can emit transac-
tions but do not participate in the consensus process. Among
the validators, one is selected as the leader to lead the con-
sensus process. As shown in Fig. 3, the leader collects and
verifies transactions from the network, initiates the three-phase
communication, and generates a new block if the consen-
sus is achieved. In conventional PBFT protocol, the leader
is fixed until it fails to reach consensus. This method has a
risk of single-point failure and overburdens the leader node.
To address these issues, we let the validators take turns to be
the leader in a prescheduled round-robin manner. Specifically,
once the current leader successfully generates a new block,
the next validator automatically becomes the new leader in
the next round of consensus. This method avoids the risk of
single-point failure and improves the security of the consensus
process; moreover, the round-robin leader selection balances
the working load of consensus among all validators, thus
improving the overall efficiency of the consensus protocol.

Second, we aggregate the messages in the prepare and
commit phases to reduce the consensus protocol’s communi-
cation complexity. In the original PBFT protocol, validators,
including the leader, must broadcast the confirmation mes-
sages with their signatures to all the other validators during the
prepare and commit phases. Therefore, the original protocol
has a communication complexity of O(n2), which consumes
high network bandwidth and prolongs the block confirmation
time. In the modified PBFT protocol, we let the leader collect
the confirmation message from other validators and aggre-
gate them into a single confirmation message. Then, only the
leader needs to broadcast this aggregated confirmation mes-
sage to other validators during the prepare and commit phases,
as shown in Fig. 3. This method reduces the communica-
tion complexity to O(n), thus saving the network bandwidth
and speeding up the consensus process. We also modify the
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Fig. 4. Block structure of the proposed IoT blockchain.

consensus proof in the block body to support the message
aggregation, as shown in Fig. 4.

2) Transaction and Block Structure: As shown in Fig. 4,
we adopt the chain structure, and we choose the block struc-
ture similar to Ethereum [6]. To support the modified PBFT
consensus protocol, the block contains a segment of the PBFT
consensus proof. This proof is an aggregation of the commit
message from all the validators so that any node can verify the
block upon receiving. The block body contains all the transac-
tions collected in the blockchain network during the consensus
process.

To support the distributed TEM, the blockchain has three
types of transactions. The first type is the vertical energy trad-
ing transaction that carries the FIT information eFIT

n [t] and DR
information eDR

n [t]. This type of transaction is made between
the user and the aggregator during the FIT and DR process.
The second type is the horizontal energy trading transaction
that carries the trading information eT

n,m[t]. This type of trans-
action is made by users to interact with the distributed energy
trading algorithm. The third type is the token transfer transac-
tion, which is used by the users or the aggregator to pay the
rewards RFIT

n and RDR
n .

We implement the distributed transactive management with
a vertical trading smart contract and a horizontal trading smart
contract. The aggregator deploys the vertical trading smart
contract to publish FIT and DR signals. Users interact with
this smart contract to respond to the FIT and DR signals.
The horizontal trading smart contract implements the transac-
tive management algorithm. Users can call this smart contract
to update their trading decisions eT

n,m[t] during the algorithm
iteration, and obtain the optimal trading schedule when the
algorithm converges after several rounds of iteration.

IV. PROBLEM FORMULATION AND ALGORITHM DESIGN

Following the presentation of the system models, in this
section, we formulate an optimization problem for TEM. Also,
we introduce three benchmark scenarios to be compared with
our developed TEM.

A. Modeling and Optimization of the Transactive Energy
Management

In the transactive-energy-management scenario, users man-
age their energy supply and demand locally and interact with

the utility and other users. For example, as we presented
in Section III-B, users can provide extra renewable energy
back to the grid and respond to DR signals to earn rewards.
Also, users can trade energy with peer users when the local
renewable generation is not adequate to serve the load. By
performing TEM over the blockchain-enabled platform, users
can fully utilize the physical and cyber connectivity and the
diversity in their energy consumption behavior to benefit each
other.

To better denote different costs of rewards of users, we
define internal operation cost of users, rewards from verti-
cal transaction (including feed-in renewable energy and DR),
and rewards from horizontal transaction (i.e., energy trad-
ing). To make notations concise, We denote vector forms
for all the energy variables. Specifically, for the smart home
loads, we define lAn={lAn [t]}, lSn={lSn[t]}, and lCn={lCn [t]}; for
the power supplies, we define the gird supply sG

n={sG
n [t]}

and the renewable generation sR
n={sR

n [t]}; for the EV charging
and discharging, we define pcha

n ={pcha
n [t]}, pdis

n ={pdis
n [t]}, and

eV
n={eV

n [t]}; for the energy trading, we define eFIT
n ={eFIT

n [t]},
eDR

n ={eDR
n [t]}, and eT

n={eT
n,m[t]}. Note here the range of t

includes all available values within T .
Following our analysis in Section III, the total cost incurred

by user n in its smart home is

CH
n

(
lAn , lSn, lCn , sG

n , pdis
n

)
= CA

n

(
lAn

)
+ CS

n

(
lSn

)
+ CC

n

(
lCn

)

+CG
n

(
sG

n

)
+ CV

n

(
pdis

n

)
. (18)

By participating the vertical and horizontal energy trans-
actions, user n can earn rewards to compensate the its cost.
Specifically, the reward that user n earns from the vertical
transaction is

RVT
n

(
eFIT

n , eDR
n

) = RFIT
n

(
eFIT

n

)+ RDR
n

(
eDR

n

)
. (19)

The rewards of user n from horizontal transaction (i.e., energy
trading) is shown in (17), i.e., RT

n (eT
n ). By separately denoting

the operation cost and rewards, we can consider different sce-
narios, where users only optimize the internal operations and
jointly optimize both internal operations and external transac-
tions. We will focus on the full transaction in this section and
present other benchmark scenarios in Section IV-C.

Since the total supply and demand must be balanced for
the smart home, the TEM of user n should always satisfy the
energy balance constraint

lAn [t]+ lSn[t]+ lCn [t]+ lIn[t]+ pcha
n [t]+

∑

m∈N \n
eT

n,m[t]

= sR
n [t]+ sG

n [t]− eDR
n [t]+ pdis

n [t] ∀t ∈ T (20)

where the left-hand side is the total demand of user n including
all types of loads, EV charging, and energy sold to oth-
ers

∑
m∈N \n eT

n,m[t]. The right-hand side is the total supply
adjusted by the committed DR eDR

n [t].
All the users seek to minimize their costs by optimizing

their load schedule, renewable generation supply, EV charg-
ing, and participation in energy transactions. We consider the
optimization of TEM from the perspective of the system and
aim to minimize the total costs of all the users. Therefore,
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we define the overall cost optimization target for the IoT
blockchain-based TEM system as follows.

TEM—Transactive Energy Management:

minimize
∑

n∈N
CH

n

(
lAn , lSn, lCn , sG

n , pdis
n

)
−

∑

n∈N
RT

n

(
eT

n

)

−
∑

n∈N
RVT

n

(
eFIT

n , eDR
n

)

subject to (1), (3), (5), (8), (9), (11), (12), (14), (16), (20)

variables:
{

lAn , lSn, lCn , sG
n , sR

n , pdis
n , eFIT

n , eDR
n , eT

n

}
.

The decision variables in TEM include internal
energy scheduling decisions in each smart home
{lAn , lSn, lCn , sG

n , sR
n , pdis

n } and external transactive energy
decisions {eFIT

n , eDR
n , eT

n } that interact with the grid and other
users. Since the decision variables are coupled across all
users, the traditional way of solving Problem TEM is to
let a central coordinator collect all the users’ information
and solve TEM in a centralized manner. However, the
centralized method raises serious privacy concerns because
all users reveal the above private information to the central
coordinator. To address the privacy concern, we develop
a privacy-persevering optimization method to solve TEM,
which will be presented in the next section.

B. Distributed Optimization Method for TEM

To preserve the users’ privacy while obtaining the optimal
solution for TEM, we design a distributed optimization algo-
rithm that can be implemented using the smart contract of
the IoT blockchain. First, we adopt the alternating direction
method of multipliers (ADMMs) method [34] to decom-
pose TEM into two tasks: 1) the user local task (ULT) and
2) the smart contract task (SCT). The ULT is run by users
locally to generate users’ optimized power usage schedule
and transactive-energy decisions. The SCT is run on the IoT
blockchain as a smart contract that collects the users’ local
trading decisions and leads to the globally optimal trading
decision. The users’ private information is only used by the
ULT locally; therefore, the users do not reveal privacy to other
parties. The IoT blockchain guarantees that the SCT results are
correct and intact because SCT is implemented as a smart con-
tract whose operation cannot be intervened by anybody. The
design of the distributed algorithm is described as follows.

The ADMM method [34] is an algorithm is a promising
distributed algorithm used in energy trading [35] for its good
convergence and scalability. According to the ADMM method,
we first define êT

n={êT
n,m[t] ∀m∈N \n} as the auxiliary variable

of the horizontal transactive energy decisions eT
n . Based on

constraint (16), we can obtain the equivalent constraints as

êT
n,m[t] = eT

n,m[t] ∀m∈N \n ∀n∈N ∀t∈T (21)

êT
n,m[t]+êT

m,n[t] = 0 ∀m∈N \n ∀n∈N ∀t ∈ T . (22)

Next we apply the augmented Lagrangian method on TEM
by defining the dual variables λn={λt

n,m ∀m∈N \n, t∈T } for
constraints (21). Then we define a new positive parame-
ter ρ as the weight of the penalty in (21). The augmented

Lagrangian is

L =
∑

n∈N
CH

n

(
lAn , lSn, lCn , sG

n , pdis
n

)

−
∑

n∈N

(
RVT

n

(
eFIT

n , eDR
n

)+ RT
n

(
eT

n

))

+
∑

n∈N

∑

m∈N \n

∑

t∈T

[ρ

2

(
êT

n,m[t]−eT
n,m[t]

)2
z

+λt
n,m

(
êT

n,m[t]−eT
n,m[t]

)]
. (23)

From (23), we observe that given auxiliary variables êT
n,m[t],

each user can solve an individual optimization problem with all
decisions decomposed from other users. Therefore, we decom-
pose TEM into two tasks, namely, the ULT and the SCT. ULT
locally optimizes the users’ costs individually and outputs the
trading decisions to the SCT. The SCT is implemented in a
smart contract that collects the users’ trading decisions to cal-
culate the auxiliary variables and dual variables and feed them
back to the users. During this process, the users send transac-
tions to the smart contract to communicate the values of the
variables.

After user n obtain the latest value of λt
n,m and êT

n,m[t], it
works on the following optimization task.

ULTn—User Local Task:

minimize
∑

n∈N
CH

n

(
lAn , lSn, lCn , sG

n , pdis
n

)

−
∑

n∈N

(
RVT

n

(
eFIT

n , eDR
n

)+ RT
n

(
eT

n

))

+
∑

m∈N \n

∑

t∈T

[ρ

2

(
êT

n,m[t]−eT
n,m[t]

)2−λt
n,meT

n,m[t]
]

subject to (1), (3), (5), (8), (9), (11), (12), (14), (20)

variables: lAn , lSn, lCn , sG
n , sR

n , pdis
n , eFIT

n , eDR
n , eT

n .

User n solve ULTn to obtain its locally optimal energy man-
agement including the energy trading decision eT

n . Then the
user calls the smart contract of SCT to update its trading
decision for the next iteration.

Similarly, the smart contract, upon receiving all the users’
trading decisions, works on the following optimization task.

SCT—Smart Contract Task:

minimize
∑

n∈N

∑

m∈N \n

∑

t∈T

{ρ

2

(
êT

n,m[t]− eT
n,m[t]

)2

+λt
n,mêT

n,m[t]
}

subject to (22)

variables:
{

êT
n ∀n ∈ N

}
.

The SCT updates the dual variables λ={λn ∀n∈N } and aux-
iliary variables êT

n , and the users can obtain the lasted value
of λ and êT

n by accessing the smart contract. Specifically, SCT
calculates the optimal auxiliary variables by

êT
n,m[t]=− êT

m,n[t]=ρ
(
eT

n,m[t]− eT
m,n[t]

)− (
λt

n,m − λt
m,n

)

2ρ

(24)
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and updates the dual variables as

λt
n,m ← λt

n,m + ρ
(
êT

n,m[t]− eT
n,m[t]

)
. (25)

We implement SCT in the smart contract that is deployed on
the blockchain. The smart contract, which is implemented in
Solidity, consists of three core functions. The first function is
to solve the optimization problem of SCT by implementing the
numerical computation of (24) and (25). The second function
is to set new values to the variables of the users’ energy trading
decisions eT

n . The users can call this function to update their
local trading decisions in each iteration of Algorithm 1. The
third function is to reveal the values of the dual variables λ

and auxiliary variables êT
n . The users can call this function to

read the latest values of λ and êT
n in each iteration.

By decomposing TEM into ULT and SCT, we obtain a dis-
tributed solution to the optimization problem of TEM. More
importantly, the ULT can be locally solved by the users in a
parallel manner; and the SCT is implemented by the smart
contract and guaranteed to be accurate and tamper-proof. The
blockchain provides a reliable communication network and a
trusted computing machine to solve the optimization problem
of TEM. First, the information exchange between ULTn and
SCT of Algorithm 1 is conducted over the blockchain. Second,
the SCT part of Algorithm 1 is implemented in the smart
contract on the blockchain. The blockchain acts as a trusted
computing machine that solves the optimization problem of
SCT, and thus removes the need for a central coordinator.

The proposed energy management algorithm preserves the
users’ privacy by minimizing the amount of information
that the user needs to reveal to other parties. As shown in
Algorithm 1, the distributed TEM algorithm works iteratively.
During the iteration of the distributed algorithm, the users
do not need to reveal the process of optimizing the trading
decisions, so that their privacy is well preserved. Moreover,
Algorithm 1 is guaranteed to converge to the optimal solution
because the original optimization target of TEM is convex. To
guarantee the convergence of Algorithm 1, ρ(k) is chosen to
be the reciprocal of the number of iteration.

C. Benchmark Scenarios

After we formulate the optimization problem TEM for the
TEM in Section IV-A and solve it in a distributed manner in
Section IV-B, we are interested in comparing TEM with the
following benchmark scenarios.

1) Benchmark Scenario 1: Users do not participate in any
transactive energy activities and only optimize their
internal energy schedule alone.

2) Benchmark Scenario 2: Users only participate in vertical
transactions, including feed-in renewable and DR, and
jointly optimize the internal energy schedule and vertical
transactions.

3) Benchmark Scenario 3: Users only participate in hori-
zontal transactions with other users and jointly optimize
the internal energy schedule and horizontal transactions.

We can show a comprehensive evaluation of different trans-
active energy schemes and the corresponding benefits to users

Algorithm 1: Distributed TEM Algorithm
Initialization:
iteration number k←1; step size ρ(0)←1;
auxiliary variable λ(0)←0;
convergence error thresholds ε ←1× 10−6;
deploy the smart contract of SCT;
while

∑
n∈N ‖ êT

n (k)− eT
n (k) ‖> ε or

‖ λ(k)− λ(k − 1) ‖> ε do
¬ for n ∈ N do
¬ User n access SCT to obtain êT

n (k) and λ(k);
¬ User n solves task ULTn based on êT

n (k−1)

and λn(k−1);
¬ User n updates eT

n (k) to SCT;
end
¬ The smart contract executes to solve SCT
¬ The smart contract updates êT

n (k) ∀n ∈ N and λ(k);
¬ k← k + 1;

end
Result: the optimal energy trading schedule eT,∗

n ∀n∈N .

and the whole system through comparisons with the above
three benchmark scenarios.

Specifically, in Benchmark Scenario 1, user n only sched-
ules energy supply and demand in the smart home, and thus
user n needs to balance the total power supply and demand as
follows:

lAn [t]+ lSn[t]+ lCn [t]+ lIn[t]+ pcha
n [t]

= sR
n [t]+ sG

n [t]+ pdis
n [t] ∀n ∈ N , t ∈ T . (26)

We can formulate the energy management problem for
Benchmark Scenario 1 as follows.

BS1—Optimization Problem for Benchmark Scenario 1:

minimize
∑

n∈N
CH

n

(
lAn , lSn, lCn , sG

n , pdis
n

)

subject to (1), (3), (5), (8), (9), (26)

variables:
{

lAn , lSn, lCn , sG
n , sR

n , pdis
n ∀n ∈ N

}
.

Similarly, for Benchmark Scenario 2, we present the energy
balance constraints as

lAn + lSn[t]+ lCn [t]+ lIn[t]+ pcha
n [t]

= sR
n [t]+ sG

n [t]− eDR
n [t]+ pdis

n [t] ∀n ∈ N , t ∈ T (27)

and formulate the energy management problem for Benchmark
Scenario 2 as follows.

BS2—Optimization Problem for Benchmark Scenario 2:

minimize
∑

n∈N
CH

n

(
lAn , lSn, lCn , sG

n , pdis
n

)

−
∑

n∈N
RVT

n

(
eFIT

n , eDR
n

)

subject to (1), (3), (5), (8), (9), (11), (12), (14), (27)

variables:
{

lAn , lSn, lCn , sG
n , sR

n , pdis
n , eFIT

n , eDR
n ∀n ∈ N

}
.
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For Benchmark Scenario 3, we have the following energy
balance constraints:

lAn [t]+ lSn[t]+ lCn [t]+ lIn[t]+ pcha
n [t]+

∑

m∈N \n
eT

n,m[t]

= sR
n [t]+ sG

n [t]+ pdis
n [t] ∀n ∈ N , t ∈ T (28)

and formulate the energy management problem as follows.
BS3—Optimization Problem for Benchmark Scenario 3:

minimize
∑

n∈N

(
CH

n

(
lAn , lSn, lCn , sG

n , pdis
n

)
− RT

n (eT
n )

)

subject to (1), (3), (5), (8), (9), (16), (28)

variables:
{

lAn , lSn, lCn , sG
n , sR

n , pdis
n , eT

n ∀n ∈ N
}
.

Since users do not participate in horizontal transactions in
BS1 and BS2, they are naturally decoupled with each other.
Therefore, user n can solve its energy management problem
individually using standard convex optimization techniques.
In BS3, users’ trading decisions are coupled so that we can
follow the similar steps in Section IV-B to solve BS3 using
the distributed algorithm. Since the benchmark scenarios are
designed for comparisons with our TEM algorithm for TEM,
we skip the solution method for three benchmark problems
due to the page limit.

V. SYSTEM IMPLEMENTATION AND PERFORMANCE

EVALUATION

This section consists of two parts: 1) a systematic test of the
proposed blockchain design for TEM on a realistic network
of IoT devices in Fig. 5 and 2) evaluation and analysis of
our blockchain-based TEM algorithm by conducting numerical
simulations with data collected from practical applications.

A. Performance Evaluation of the IoT Blockchain

1) Experiment Setup: We build a test network of 11
Raspberry Pi to evaluate the IoT blockchain designed in
Section III-C. As shown in Fig. 5, we use two types of
Raspberry Pi [36] to emulate the high-end and low-end
IoT devices. Specifically, the type-I node is a Raspberry Pi
Model 3B+ module with a Broadcom BCM2837B0 CPU
(quadcore A53 at 1.4 GHz) and 1-GB DDR2 SDRAM; type-
II node is a Raspberry Pi Model 2B module with Broadcom
BCM2836 CPU (quadcore A7 at 900 MHz) and 512-MB
DDR2 SDRAM. We use a switch and a router (both from
TPlink) to connect the Raspberry Pis to form a local private
network. The router is used to limit the network bandwidth of
the Raspberry Pis to be less than 250 kb/s.

2) IoT Blockchain Evaluation: We implement the IoT
blockchain design based on the source code of Quorum [37].
Quorum is a modified version of Ethereum for FinTech appli-
cations. Quorum modified the PoW consensus protocol of
Ethereum to the PBFT protocol, but other parts remain the
same as Ethereum. We further modify Quorum to implement
the message aggregation described in Section III-C. The final
binary file of the IoT blockchain is 36 MB using the Go
language compiler. Since Quorum supports smart contracts,

Fig. 5. Test network of IoT devices for the evaluation of the blockchain
system.

we use Solidity to implement the SCT part of our proposed
distributed algorithm for TEM.

We compare the resource consumption of the proposed IoT
blockchain with Ethereum. For the IoT blockchain, running
a full-node validator node consumes 480-MB memory, and
running a normal node consumes about 200-MB memory.
By contrast, for Ethereum, a full node consumes 400-MB
memory without mining and 1-GB memory with mining. On
the Raspberry Pi Model 3B+ module, the CPU consump-
tion of IoT blockchain validator is less than 50%; however,
Ethereum mining consumes 100% of the CPU time, which
makes the operating system very slow. Our test shows that the
IoT blockchain can run smoothly on the IoT devices.

To test the throughput of the IoT blockchain, we let five
type-I nodes to be the validators and five type-II nodes to
be the normal users. We use one type-II node to monitor the
transactions and blocks in the blockchain. Our test shows that
the delay of the transaction is about 5ms, and the block con-
firmation time is less than 100 ms. The measured highest TPS
(transaction per second) is around 700 in the network. The
results show that the IoT blockchain’s performance is sufficient
to support the execution of the distributed TEM algorithm. To
evaluate the SCT algorithm, we run Algorithm 1 in MATLAB
and update the results to the smart contract in each iteration.

B. Numerical Simulations of the Distributed Transactive
Energy Management Algorithm

1) Simulation Data and Parameters: The energy data used
in our simulations comes from [38] and [39], including
power consumption, renewable energy generation (e.g., solar
and wind), and outdoor temperature from September 6 to
September 12 in 2016. The transactive energy algorithm is
executed to determine the day-ahead energy scheduling, and
the payment is settled at the end of the trading day.2 The
simulation parameters are listed in Table II.

2) Algorithm Convergence: Since the distributed TEM
algorithm consists of two tasks, it works in an iterative man-
ner. To show its convergence performance, we simulate the

2The setup for the transactive energy is aligned with the practice of the
day-ahead market in power grids. Market participants bid their trading deci-
sions based on their prediction of the market parameters and their operational
parameters, e.g., generations and loads, one day before the actual trading day.
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TABLE II
PARAMETERS USED IN THE NUMERICAL SIMULATION

Fig. 6. Convergence error of the distributed TEM algorithm. We plot cases
with five users (left) and ten users (right).

Fig. 7. Optimal schedule of users for (a) grid energy purchase, (b) renewable
energy supply, and (c) charge/discharge of the EV in the TEM scenario. In
(c) positive value means charging and negative value means discharging.

algorithm in two cases with five users and ten users. We set
the threshold of the convergence error ε = 1 × 10−10 in
Algorithm 1. We plot the convergence in both cases in Fig. 6.
The results show that Algorithm 1 converges at 16th iteration
for five users, and at 22nd iteration for ten users.

3) Power Scheduling in Smart Homes: Fig. 7 shows the
hourly time-series results of the optimized decisions of 10
users over one week (September 6–12, 2017) in the TEM sce-
nario. We see the users enjoy local renewable generation, e.g.,
PV energy in the daytime, to serve their demand, and also pur-
chase electricity from the grid mostly in the early morning and
at night. Users’ EVs perform V2H to discharge energy upon
arrival home, as the evening is often the peak time for the
residential load. Later at night, the EVs are charged to satisfy
the charging demand before departure in the next morning.

Fig. 8. Optimal vertical transactive energy of users for (a) feed-in PV energy
and (b) DR in the TEM scenario.

Fig. 9. Optimal energy trading (i.e., horizontal transactive energy) of two
typical users (a) user #6 (b) user #8.

4) Transactive Energy Within the Grid and Among Smart
Homes: We plot the optimal decisions of users’ vertical trans-
active energy in Fig. 8 and horizontal transactive energy (i.e.,
energy trading) in Fig. 9. We can see from Fig. 8 that users
actively participated in the feed-in PV energy and DR pro-
grams. They sell their extra PV energy back to the grid or trade
with other smart homes. Users also provide DR services to
the grid during the peak hours, given that their internal power
scheduling is jointly optimized. In Fig. 9, we can see two typi-
cal users: 1) user #6 is often in short of energy supply and thus
trade to buy more energy from other users through the horizon-
tal transactive energy system and 2) user # 8 is the opposite
type with more local renewable energy generation. Thus, it
sells more energy to help other users and gain some benefits
through the horizontal transactive energy system. We can see
that users actively participate in both vertical and horizontal
transactive energy.

5) Benefits of Transactive Energy: We evaluate the benefits
that TEM brings to the users and compare the total costs of
users in Fig. 10. We compare our TEM with three benchmarks
introduced in Section IV-C. Users in Benchmark Scenario 1
have the highest total costs as they do not participate in any
transactive energy systems. Users can reduce their costs by
performing either vertical transactive energy in Benchmark
Scenario 2 or horizontal transactive energy in Benchmark
Scenario 3. From Fig. 10(a), we can see that the benefits of
vertical transactive energy and horizontal transactive energy
can be different from user to user, given the diverse behav-
iors in users’ supply and demand. Nevertheless, the overall
cost comparison of all users in Fig. 10(b) shows that the users
reduce their costs by about 16% and 11% from vertical and
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Fig. 10. (a) Total costs of the ten users in one week. We compare the
costs of the IoT blockchain-based TEM with three benchmark scenarios (BS1,
BS2, and BS3). (b) Comparing the total costs of TEM with the benchmark
scenarios.

horizontal transactive energy, respectively. The holistic trans-
active energy achieves the highest cost reduction of 25%. The
above results show that our developed TEM brings the most
benefits to users, and our blockchain-based system enables
such an efficient and trustworthy design.

VI. CONCLUSION

This article presented a blockchain-based TEM system that
allows IoT-aided smart homes to interact with the grid and peer
users via a blockchain network. We considered two dimensions
of transactive energy: 1) vertical and 2) horizontal transac-
tions. In vertical transactions, smart homes can choose to
sell PV energy to the grid and perform DR. In horizontal
transactions, smart homes can trade energy with others in
need. We developed a privacy-preserving distributed algorithm
to optimize the users’ TEM without revealing their private
information. We further implemented a blockchain system
on IoT devices to support the decentralized TEM platform.
Simulations and experiments show that the blockchain-based
TEM is feasible on practical IoT devices and can reduce the
overall cost by 25%.

In our future work, we will reduce the computational com-
plexity of the decentralized algorithms in order to support
large-scale IoT network that involves tens of thousands of
nodes. We are building a larger testing IoT network to ana-
lyze the performance of the proposed blockchain with massive
users. We will also explore methods to efficiently implement
complex transactive-energy algorithms in the smart contract
by WebAssembly [40] and predefined contracts.
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